
February 15, 2001

Search

Advanced Search

Tools And Information For

The Solution Provider Community

Tips And Advice For

E-business Solution Providers

 Home
 Breaking News
 This Week's CRN
 CRN Test Center
 Special Reports
 CRN Mutual Fund
 CRN News Radio
 Top 25 Executives
 Industry Hall of Fame

 Research Home
 Monthly SP Survey
 Salary Survey
 Channel Champions

 

 Letter to the Editor
 Meet the Editors
 Tip off ShadowRam
 Editorial Calendar
 Subscribe to CRN

 Discussions
 Tools
 Resources
 Research
 How To Advertise

NEWS_

Microsoft's DNS Has More Flaws

By Frank J. Ohlhorst, CRN
New York
5:31 PM EST Fri., Feb. 09, 2001 
The CRN Test Center discovered more flaws in
Microsoft's DNS infrastructure while
investigating the changes the company has
made to date to prevent the recurrence of its
recent outages. 

Working with Johnny Chin of Onesimus
Enterprises, an ISP based in New York, Test
Center engineers examined Microsoft's start of
authority (SOA) records using the nslookup
utility. The Test Center found refresh and retry
times set to 15 and 10 minutes, respectively.
Those times are too short and can cause other
DNS servers to experience time outs, Chin says.

Another setting, TTL, or time to live, is set to
two hours. That value can cause cached copies
of DNS records to be purged prematurely,
leading to "not found" errors, Chin says. 

Commenting on the recent DNS outages, a
Microsoft spokesman told the Test Center that the company recently
partnered with Akamai to host secondary DNS servers for Microsoft's Web
properties. 

When presented with the Test Center's recent findings, the spokesman
reiterated points made by Microsoft CIO Rick Devenuti in an open letter,
which stated, in part: "We have distributed access to DNS for Microsoft so
that there is no single network performing name resolution, and we plan to
further enhance the solution shortly." 

However, Microsoft would not comment on whether it would change its
SOA configuration or what specific enhancements it planned to make. 

A WHOIS search confirmed Microsoft's new distributed DNS structure,
while an nslookup showed no fewer than 12 name servers on four different
networks. A trace using Neoworx's Neotrace Pro determined that the new
DNS servers are now spread out among three time zones in the United
States, with at least one DNS server located in Europe. 
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States, with at least one DNS server located in Europe. 
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material to this Web site are solely responsible for all Content that they upload, post or otherwise
transmit via the Web Site.

CMP cannot vouch for the authenticity of the user or company names or e-mail addresses associated
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checked for accuracy or authenticity. Under no circumstances will CMP Media Inc. or ChannelWeb be
liable in any way for any Content, including, but not limited to, for any errors or omissions in any
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